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requiring production of evidence "without doubt involves
substantial compulsion.”). Because the files sought by the
government allegedly contain child pornography, the
entry of the password would be incriminating. Whether
the privilege against self incrimination applies therefore
depends on whether the subpoena seeks testimonial
communication.

Both parties agree that the contents of the laptop do
not enjoy Fifth Amendment protection as [*7] the
contents were voluntarily prepared and are not
testimonial. Seeid. at 409-10 (holding previously created
work documents not privileged under the Fifth
Amendment). Also, the government concedes that it
cannot compel Boucher to disclose the password to the
grand jury because the disclosure would be testimonial.
The question remains whether entry of the password,
giving the government access to drive Z, would be
testimonial and therefore privileged.

|. Entering the Password is Testimonial

Compelling Boucher to enter the password forces
him to produce evidence that could be used to incriminate
him. Producing the password, as if it were a key to a
locked container, forces Boucher to produce the contents
of his laptop.

The act of producing even unprivileged evidence can
have communicative aspects itself and may be
"testimonial" and entitled to Fifth Amendment protection.
United Sates v. Doe, 465 U.S. 605, 612, 104 S, Ct. 1237,
79 L. Ed. 2d 552 (1984) [hereinafter Doe 1] ("Although
the contents of a document may not be privileged, the act
of producing the document may be."). An act is
testimonial when the act entails implicit statements of
fact, such as admitting that evidence exists, is authentic,
or is within a suspect's [*8] control. Doe v. United
States, 487 U.S. 201, 209, 108 S. Ct. 2341, 101 L. Ed. 2d
184 (1988) [hereinafter Doe II]. The privilege against
self-incrimination  protects a suspect from being
compelled to disclose any knowledge he has, or to speak
his guilt. Id. at 210-11. The suspect may not be put in the
"cruel trilemma’ of choosing between self-accusation,
perjury, or contempt. Id. at 212.

The government points to Doe Il in support of its
contention that entering the password is non-testimonial
and therefore not privileged. In Doe I, a suspect was
subpoenaed to sign a form requesting his bank records
from banks in the Cayman Islands and Bermuda. 1d. at
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203. The suspect asserted his privilege against
self-incrimination, arguing that signing the form would
be testimonial and incriminating. Id. at 207-09. But the
form only spoke in the hypothetical, not referencing
specific accounts or banks. Id. at 215. The Court held that
the form did not acknowledge any accounts and made no
statement, implicitly or explicitly, about the existence or
control over any accounts. Id. at 215-16. Because signing
the form made no statement about the suspect's
knowledge, the Court held that the act lacked testimonial
significance and the privilege [*9] did not apply. Id. at
218.

Entering a password into the computer implicitly
communicates facts. By entering the password Boucher
would be disclosing the fact that he knows the password
and has control over the fileson drive Z. The procedureis
equivalent to asking Boucher, "Do you know the
password to the laptop?' If Boucher does know the
password, he would be faced with the forbidden
trilemma; incriminate himself, lie under oath, or find
himself in contempt of court. 1d. at 212.

Unlike the situation in Doe Il, Boucher would be
compelled to produce his thoughts and the contents of his
mind. In Doe Il, the suspect was compelled to act to
obtain access without indicating that he believed himself
to have access. Here, when Boucher enters a password he
indicates that he believes he has access.

The Supreme Court has held some acts of production
are unprivileged such as providing fingerprints, blood
samples, or voice recordings. Id. at 210. Production of
such evidence gives no indication of a person's thoughts
or knowledge because it is undeniable that a person
possesses his own fingerprints, blood, and voice. Id. at
210-11. Unlike the unprivileged production of such
samples, it is not without [*10] question that Boucher
possesses the password or has access to the files.

In distinguishing testimonial from non-testimonial
acts, the Supreme Court has compared revealing the
combination to a wall safe to surrendering the key to a
strongbox. See id. at 210, n.9; see also United Sates v.
Hubbell, 530 U.S 27, 43, 120 S Ct. 2037, 147 L. Ed. 2d
24 (2000). The combination conveys the contents of one's
mind; the key does not and is therefore not testimonial. 1
Doe Il, 487 U.S at 210, n9. A password, like a
combination, is in the suspect's mind, and is therefore
testimonial and beyond the reach of the grand jury
subpoena.
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1 The Supreme Court's use of the term
"surrender” creates a reasonable inference that the
Court assumed the government's prior knowledge
of the suspect's possession of the key. If it was
unknown whether the suspect had the key,
compelling the production of the key would
disclose the suspect's access to the strongbox
contents and might therefore be a privileged
testimonial act.

I1. Effect of Non-Viewing

The government has offered to restrict the entering
of the password so that no one views or records the
password. While this would prevent the government from
knowing what the password is, it would not change [*11]
the testimonial significance of the act of entering the
password. Boucher would still be implicitly indicating
that he knows the password and that he has access to the
files. The contents of Boucher's mind would still be
displayed, and therefore the testimonial nature does not
change merely because no one else will discover the
password.

I11. Effect of Exclusion from Evidence

During the hearing on the motion, the government
offered not to use the production of the password against
Boucher. The government argues that this would remove
the testimonial aspect from the act, and that the act would
therefore be unprivileged. This is the same argument the
Supreme Court rejected in United States v. Hubbell, 530
U.S 27,120 S. Ct. 2037, 147 L. Ed. 2d 24 (2000).

In Hubbell, the Court determined the precise scope
of agrant of immunity with respect to the production of
subpoenaed documents. Id. at 34. The government
subpoenaed business documents from Hubbell but
granted him immunity for the production. Id. at 31. The
government then prosecuted him for fraud based on the
documents that he had produced. Id. The government
argued that it was not making improper use of the
production because it did not need the act of production
itself [*12] as evidence and the documents themselves
were unprivileged. |d. at 40-45. The government argued
that the immunity granted did not preclude "derivative
use', use of the fruits of the production, because the
documents themselves were the fruit only of the smple
physical act of production. Id. at 43.

The Court acknowledged that the government would
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not have to use the act of production as evidence to prove
the existence, authenticity, or custody of the documents,
or to prove the charges against Hubbell. 1d. at 41.
However, the Court noted that Hubbell's immunity
needed to extend to any derivative use in order to protect
his Fifth Amendment privilege. Hubbell, 530 U.S at
38-39 (citing Kastigar v. United States, 406 U.S. 441, 92
S. Ct. 1653, 32 L. Ed. 2d 212 (1972)). The Court aso
re-emphasized the critical importance of a suspect's
protection from prosecution based on sources of
information obtained from compelled testimony. Id. at
39.

The Court found that the act of production had
testimonial aspects, because production communicated
information about the existence, custody, and authenticity
of the documents. Id. 36-37. The compelled testimony of
the production became the first in a chain of evidence
which led to the [*13] prosecution. Id. at 42. The Court
refused to divorce the physical act of production from its
implicit testimonial aspect to make it a legitimate, wholly
independent source. Id. at 40. In doing so, the Court
reaffirmed its holding that derivative use immunity is
coextensive with the privilege against self-incrimination.
Id. at 45. Accordingly, the Court held that Hubbell could
not be prosecuted based on the documents and only
evidence wholly independent of the production could be
used. |d. at 45-46.

Here, as in Hubbell, the government cannot separate
the non-testimonial aspect of the act of production,
entering the password, from its testimonial aspect. The
testimonial aspect of the entry of the password precludes
the use of the files themselves as derivative of the
compelled testimony. Any files the government would
find based on Boucher's entry of the password could not
be used against him, just as Hubbell's documents could
not be used against him. Barring the use of the entry of
the password is not enough to protect Boucher's privilege.

IV. Foregone Conclusion

The government also asserts that the information
gained through entry of the password is a "foregone
conclusion”, therefore [*14] no privilege applies. The
Government relies on In re Grand Jury Subpoena Duces
Tecum Dated Oct. 29, 1992, 1 F.3d 87 (2d Cir. 1993)
[hereinafter Doe I11]. Doe Il held that the privilege
against self-incrimination does not apply to an act of
production if the existence and location of the
subpoenaed evidence is known to the government and the

000095



Page 5

2007 U.S. Dist. LEXIS 87951, * 14

production would not "implicitly authenticate” the
evidence. Id. at 93.

In Doe I, the suspect had produced a photocopy of
a personal calendar but the Government suspected that
the calendar had been altered through the whiting out of
incriminating entries. 1d. at 88-90. The government
subpoenaed the suspect to produce the origina calendar
before the grand jury. Id. The Second Circuit reasoned
that the existence and location of the calendar was a
"foregone conclusion" because it was known, through
production of the photocopy, that the suspect had
possession of the calendar and the origina caendar
added little or nothing to the sum tota of the
government's information. 1d. at 93. The court also found
that act of production itself was not necessary to
authenticate the origina calendar because the
Government could authenticate it simply by comparing
[*15] it to the photocopy. Id. Therefore, because the
government had knowledge of the existence and location
of the original calendar and did not need to use the act of
production to authenticate the original calendar, the
suspect had no act of production privilege and was
required to produce the origina calendar before the grand
jury. Id. at 93-94.

Here, the subpoena can be viewed as either
compelling the production of the password itself or
compelling the production of the files on drive Z. Both
alternatives are distinguishable from Doe 1.

If the subpoena is requesting production of the files
in drive Z, the foregone conclusion doctrine does not
apply. While the government has seen some of the files
on drive Z, it has not viewed all or even most of them.
While the government may know of the existence and
location of the files it has previously viewed, it does not
know of the existence of other files on drive Z that may
contain incriminating material. By compelling entry of
the password the government would be compelling
production of all the files on drive Z, both known and
unknown. Unlike in Doe 111, the files the government has
not seen could add much to the sum total of the
government's [*16] information. Therefore, the foregone
conclusion doctrine does not apply and the act of
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production privilege remains.

Since the government is trying to compe the
production of the password itself, the foregone
conclusion doctrine cannot apply. The password is not a
physica thing. If Boucher knows the password, it only
existsin his mind. Thisinformation is unlike a document,
to which the foregone conclusion doctrine usually
applies, and unlike any physical evidence the government
could already know of. It is pure testimonia production
rather than physical evidence having testimonial aspects.
Compelling Boucher to produce the password compels
him to display the contents of his mind to incriminate
himself. Doe Ill did not dea with production of a
suspect's thoughts and memories but only previously
created documents. The foregone conclusion doctrine
does not apply to the production of non-physical
evidence, existing only in a suspect's mind where the act
of production can be used against him.

Conclusion

For the foregoing reasons, the motion to quash the
subpoenais GRANTED.

Dated at Burlington, in the District of Vermont, this
29th day of November, 2007.

/S Jerome J. Niedermeier
Jerome [*17] J. Niedermeier
United States Magistrate Judge

Any paty may object to this Report and
Recommendation within 10 days after service by filing
with the clerk of the court and serving on the magistrate
judge and all parties, written objections which shall
specifically identify the portions of the proposed findings,
recommendations or report to which objection is made
and the basis for such objections. Failure to file
objections within the specified time waives the right to
appeal the District Court's order. See Local Rules 72.1,
72.3, 73.1; 28 U.SC. § 636(b)(1) ; Fed. R. Civ. P. 72(b),
6(a) and 6(€).
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Hartke, LEAD ATTORNEY, Office of the Attorney
General, Cleveland, OH.

JUDGES: Donald C. Nugent, United States District
Judge.

OPINION BY: Donad C. Nugent

OPINION
MEMORANDUM OPINION AND ORDER

This matter comes before the Court upon the Report
and Recommendation of Magistrate Judge Patricia A.
Hemann. The Report and Recommendation (ECF # 25),
filed on December 6, 2006, is ADOPTED by this Court,
and Petitioner's Petition for Writ of Habeas Corpus (ECF
# 1), filed pursuant to 28 U.SC. § 2254, on February 8,
2006, is denied.

Pursuant to Local Rule 72.2, this matter was referred
to Magistrate Judge Hemann for the preparation of a
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report and recommendation. On December 6, 2006,
Magistrate Judge Hemann recommended that this Court
deny Petitioner's Petition. After numerous extensions of
time, on April 12, 2007, Petitioner filed objections to the
Report and Recommendation. (ECF # 42.)

The Court has reviewed the Report and
Recommendation de novo. See Thomas v. Arn, 474 U.S.
140, 106 S. Ct. 466, 88 L. Ed. 2d 435 (1985) [*2] .
Moreover, it has considered all of the pleadings,
affidavits, motions, and filings of the parties. Despite
Petitioner's assertions to the contrary, the Court finds
Magistrate Judge Hemann's Report and Recommendation
to be well-written, well-supported, and correct. In
addition, the Court finds Petitioner's objections to the
same to be entirely lacking in merit. Therefore, the
Report and Recommendation (ECF # 25) is ADOPTED
in its entirety, the Petition for Writ of Habeas Corpus is
DENIED (ECF # 1), and Petitioner's objections are
thereby DENIED (ECF # 42).

Furthermore, the Court certifies, pursuant to 28
U.SC. § 1915(a)(3), that an appea from this decision
could not be taken in good faith, and there is no basis
upon which to issue a certificate of appealability. 28
U.SC. § 2253(c); FED. R. APP. P. 22(b).

IT IS SO ORDERED.
s/ Donald C. Nugent
United States District Judge

DATED: April 24, 2007
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528.010 Definitions for chapter.
The following definitions apply in this chapter unless the context otherwise requires:

(1) "Advancing gambling activity" -- A person "advances gambling activity" when,
acting other than as a player, he engages in conduct that materially aids any form of
gambling activity. The conduct shall include, but is not limited to, conduct directed
toward the establishment of the particular game, contest, scheme, device, or activity
involved; toward the acquisition or maintenance of premises, paraphernalia,
equipment, or apparatus therefor; toward the solicitation or inducement of persons
to participate therein; toward the actual conduct of the playing phases thereof;
toward the arrangement of any of its financial or recording phases or toward any
other phase of its operation. A person who gambles at a social game of chance on
equal terms with other participants does not otherwise advance gambling activity by
performing acts, without remuneration or fee, directed toward the arrangement or
facilitation of the game as inviting persons to play, permitting the use of premises

therefor and supplying equipment used therein.

(2) "Bookmaking" means advancing gambling activity by unlawfully accepting bets
upon the outcome of future contingent events from members of the public as a

business.

(3) (@ "Gambling" means staking or risking something of value upon the outcome of
a contest, game, gaming scheme, or gaming device which is based upon an
element of chance, in accord with an agreement or understanding that
someone will receive something of value in the event of a certain outcome. A
contest or game in which eligibility to participate is determined by chance and
the ultimate winner is determined by skill shall not be considered to be

gambling.

(b) Gambling shall not mean charitable gaming which is licensed and regulated

under the provisions of KRS Chapter 238.
(4) "Gambling device" means:

(@ Any so-called slot machine or any other machine or mechanical device an
essential part of which is a drum or reel with insignia thereon, and which
when operated may deliver, as a result of the application of an element of
chance, any money or property, or by the operation of which a person may
become entitled to receive, as the result of the application of an element of

chance, any money or property; or

(b) Any other machine or any mechanical or other device, including but not
limited to roulette wheels, gambling tables and similar devices, designed and
manufactured primarily for use in connection with gambling and which when
operated may deliver, as the result of the application of an element of chance,
any money or property, or by the operation of which a person may become
entitled to receive, as the result of the application of an element of chance, any

money or property;

(c) But, the following shall not be considered gambling devices within this

definition;
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1.  Devices dispensing or selling combination or French pools on licensed,
regular racetracks during races on said tracks.

2.  Electro-mechanical pinball machines specially designed, constructed, set
up, and kept to be played for amusement only. Any pinball machine
shall be made to receive and react only to the deposit of coins during the
course of a game. The ultimate and only award given directly or
indirectly to any player for the attainment of a winning score or
combination on any pinball machine shall be the right to play one (1) or
more additional games immediately on the same device at no further
cost. The maximum number of free games that can be won, registered,
or accumulated at one (1) time in operation of any pinball machine shall
not exceed thirty (30) free games. Any pinball machine shall be made to
discharge accumulated free games only by reactivating the playing
mechanism once for each game released. Any pinball machine shall be
made and kept with no meter or system to preserve a record of free
games played, awarded, or discharged. Nonetheless, a pinball machine
shall be a gambling device if a person gives or promises to give money,
tokens, merchandise, premiums, or property of any kind for scores,
combinations, or free games obtained in playing the pinball machine in
which the person has an interest as owner, operator, keeper, or
otherwise.

3. Devices used in the conduct of charitable gaming.
(5) "Lottery and gift enterprise™ means:
(@ A gambling scheme in which:

1. The players pay or agree to pay something of value for chances,
represented and differentiated by numbers or by combinations of
numbers or by some other media, one (1) or more of which are to be
designated the winning ones; and

2. The ultimate winner is to be determined by a drawing or by some other
method based upon the element of chance; and

3. The holders of the winning chances are to receive something of value.

(b) A gift enterprise or referral sales plan which meets the elements of a lottery
listed in paragraph (a) of this subsection is to be considered a lottery under
this chapter.

(6) "Mutuel" or "the numbers games" means a form of lottery in which the winning
chances or plays are not determined upon the basis of a drawing or other act on the
part of persons conducting or connected with the scheme, but upon the basis of the
outcome or outcomes of a future contingent event or events otherwise unrelated to
the particular scheme.

(7) "Player" means a person who engages in any form of gambling solely as a
contestant or bettor, without receiving or becoming entitled to receive any profit
therefrom other than personal gambling winnings, and without otherwise rendering
any material assistance to the establishment, conduct, or operation of the particular
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gambling activity. A person who engages in "bookmaking™ as defined in subsection
(2) of this section is not a "player.” The status of a "player" shall be a defense to any
prosecution under this chapter.

(8) "Profiting from gambling activity" -- A person "profits from gambling activity"
when, other than as a player, he accepts or receives or agrees to accept or receive
money or other property pursuant to an agreement or understanding with any person
whereby he participates or is to participate in the proceeds of gambling activity.

(9) "Something of value™ means any money or property, any token, object, or article
exchangeable for money or property, or any form of credit or promise directly or
indirectly contemplating transfer of money or property or of any interest therein, or
involving extension of a service, entertainment, or a privilege of playing at a game
or scheme without charge.

(10) "Charitable gaming™ means games of chance conducted by charitable organizations
licensed and regulated under the provisions of KRS Chapter 238.

Effective: March 16, 1994

History: Amended 1994 Ky. Acts ch. 66, sec.19, effective March 16, 1994. —
Amended 1992 Ky. Acts ch. 254, sec. 1, effective July 14, 1992. -- Amended 1990
Ky. Acts ch. 469, sec. 1, effective July 13, 1990. -- Amended 1988 Ky. Acts ch. 423,
sec. 1, effective July 15, 1988. -- Amended 1980 Ky. Acts ch. 188, sec. 307; and
ch. 267, sec. 9, effective July 15, 1980. -- Amended 1978 Ky. Acts ch. 321, sec. 5,
effective June 17, 1978. -- Created 1974 Ky. Acts ch. 406, sec. 240, effective January
1, 1975.

2010 Utah Cyber Symposum 000100



Opinion & Order
08-CI-1409

COMMONWEALTH OF KENTUCKY

FRANKLIN CIRCUIT COURT
DIVISION II ENTERED |

CASE NO. 08-C1-1409

o
0CT 1 6 2008

COMMONWEALTH OF KENTUCKY, ex rel.

’ FRA
J. MICHAEL BROWN, Secretary, Justice and S’K’ELN J%ﬁgu&ggg AT
Public Safety Cabinect PEATNTRFFE
Vs, OPINION AND ORDER
141 INTERNET DOMAIN NAMES DEFENDANTS

®ERkE  ARRAE wARES

Statement of Matters Pending

This matter is before the Court to determine if the Seizure Order entered September
18, 2008 1s valid and whether the Court should proceed toward forfeiture of the 141
Internet domain names. Additionally, there are several motions filed by various Groups
described in greater detail below. For purposes of brevity, the Court identifics the
following common pending matters for its consideration and action, to wit: (1)} the
motion to dismiss the present civil action for forfeiture,! (2) the motion to vacate or set
aside this Court’s Seizure Order of September 18,” (3) the motion of Internet Gaming

Association to Intervene pursuant to Kentucky Civil Rules of Procedure (CR) 24.

' The persons and entities who filed separate Motions to Dismiss were Atty. William E. Johnson on behalf
of the Group of 7 (hereinbelow defined), Atty. Alison L. Grimes on behalf of the Group of 2 (hereinbelow
defined), Interactive Gaming Council, and the Interactive Media and Entertainment Gaming Association.

? The persons and entities who filed separate motions to alter or vacate the Seizure Order of September 18,
2008 were Atty. Alison L. Grimes on behalf of the Group of 2 and Atty. William E. Johnson on behalf of
the Group of 7.

1 of 43
2010 Utah Cyber Symposum 000101



Opinion & Order
08-CI-1409

After reviewing the records of this case and the arguments raised in written briefs and
during oral arguments, and after having been sufficiently advised, this Court hereby
renders this Opinion and Order:

Parties, Other Groups, and Lawyers

The plaintiff before this Court is the Commonwealth of Kentucky, as represented by
the Secretary of the Justice and Safety Cabinet, Mr. J. Michael Brown.

The named defendants to this action are 141 Internet domain names. Some, but not
all, of the 141 domain names have been identified to have counsel. Annex “1.” consisting
of the list of the 141 Internet Domain Names, hereinafter collectively referred to as the
“Defendants 141 Domain Names”, is attached and incorporated in this Opinion and
Order.

The first group of domain names, namely, playersonly.com, pokerhost.com,’
sbglobal.com,” sportsbook.com, sportsinteraction.com, mysportsbook.com, and
linesmaker.com, are represented by Aitorneys William E. Johnson,” Kevin D. Finger,®
Paul D. McGrady and Patrick O'Brien.® For purposes of ¢larity, we hereinafter refer to

this group of 7 defendant domain names as the “Group of 7.”

’ The Court notes that in the Motions filed by Atty. William E. Johnson before the hearing of September
26, counsel included the Internet domain name pokerhost.com as one of the res he represented. However, in
subsequent motions filed, this name was no longer included. For purposes of the present order, the Court
will treat that pokerhost.com is still represented by William E. Johnson.

* The Court notes that in the Motions filed by Witliam E. Johnson before the hearing of September 26,
counsel included the Internet domain name sbglobal.com as one of the res he represented. However, in
subsequent motions filed, this name was no longer included. For purposes of the present order, the Court
will treat that sbglobal.com is still represented by counsel.

° Attorney William E. Johnson is local counsel in Frankfort, Kentucky, and practices with Johnson True &
Guarnieri LLP in the Commonwealth.

¢ Attorney Kevin F. Finger practices law with Greenberg Traurig LLP in Chicago LLP and was authorized
by this Court to practice in Kentucky pro hac vice in relation to this case.

7 Attorney Paul D. McGrady practices law with Greenberg Traurig LLP in Chicago and was authorized by
this Court to practice in Kentucky pro hac vice in relation to this case.

¥ Attorney Patrick T. O'Brien also practices law with Greenberg Traurig LLP in Fort Lauderdale, Florida,
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The second group of domain names, namely, goldenpalace.com and
goldencasino.com, are represenied by Attorneys P. Douglas Barr, Palmer G. Vance II and
Alison Lundergan Grimes’ The domain name goldenpalace.com is further represented by
Atty. Lawrence G. Walters.'” For purposes of clarity, we hereinafter refer to this group
of 2 defendant domain names as the “Group of 2.”

There are other groups that requested leave from this Court to intervene and/or to
appear as a {riend or amici curiae of the Court. These groups are as follows:

The Interactive Gaming Council (IGC) is an incorporated trade association
organized and existing under the laws of British Columbia, Canada. IGC comes to this
Court for the purpose of representing the rights of the internet gaming community and its
general members, especially the owners and operators of some (but not all) of the domain
names identified in the Commonwealth’s Second Amended Complaint. The Court notes
that the IGC did not expressly identify which of the 141 domain names are owned by or
related to the operations of its members.

The Interactive Media Entertainment & Gaming Association, Inc, (IMEGA), is
an incorporated trade association organized and existing under the laws of the State of
New Jersey. IMEGA is a voluntary association that collects and disseminates information
regarding electronic and Internet-based gaming. IMEGA comes to this Court for the
purpose of representing the rights of some of its members who are the owners of some
(but not all) of the domain names included in the Commonwealth’s Second Amended

Complaint. The Court also notes that IMEGA and its counsel did not identify the specific

? Attorneys P. Douglas Barr, Palmer G, Vance, and Alison L. Grimes are local attorneys, practicing with
Stoll Keenon Ogden PLLC in the Commonwealth.

' Attorney Lawrence G. Walters practices law with Weston, Garrou Walters & Mooney in Florida and was
authorized by this Court to practice in Kentucky pro hac vice in relation to this case.
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Returning to the IGC’s counsel’s construction of KRS 528.100, if this section
contemplates criminal forfeiture only, then there might be some merit in their contention
that forfeiture must follow as a consequence of a criminal conviction. But we find this
construction narrow in light of the discussions above. KRS 528.100 has broader remedial
aims. It would be absurd for our General Assembly to emphasize the pernicious naturc of
gambling within the state and to its determination to punish all forms of gambling, yet
restrict the remedial measures made available to its law enforcement agents. KRS
528.100 contemplates a separate and independent civil proceeding, having for its
purpose the condemnation of the property that is used in violation of KRS Chapter 528,
independent of the innocence or guilt of its owner.

Considering the foregoing, the Commonwealth succeeded in presenting a
justiciable cause in its in rem civil forfeiture complaint. The Commonwealth has
presented overwhelming evidence that KRS Chapter 528 prohibits gambling in the
Commonwealth; that the Defendants 141Domain Names have been and are being used in
connection with on-line or internet gambling activities available and accessible within the
Commonwealth; and that KRS 528.100 authorizes forfeiture actions of gambling devices.
Based on the foregoing, this Court finds sufficient bases to exercise its authority and hear
and adjudicate the civil forfeiture claim presented by the Commonwealth against the
Defendants 141 Domain Names.

2 .Does the Court have in rem jurisdiction over the
Defendants 141 Domain Names?

(a) Are the Defendants 141 Domain Names
property?

The Opposing Groups and Lawyers before this Court collectively assert that domain

names are akin to a telephone number or a business or residential address only; that
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domain names are but a combination of letters and numbers, which serves as a mnemonic
aid, nothing more. They argue that domain names are not property, but are rights in a
service contract. As such, they conclude that Defendants 141 Domain Names can not be
subject to this Court’s in rem jurisdiction or to a civil forfeiture.

The authorities cited by the Opposing Groups and Lawyers reach the conclusion that
domain names are only contract rights in a fairly limited context. See Warrin E.Agin,
Esq., I'm a Domain Name. What am I? Making Sense of Kremen v. Cohen, 14 . Bankr.
L. & Prac. 3 Art. 3 (2005). Thus, the Court does not find those cases binding and
conclusive of the status of a domain name."®

However, other courts have applied the intangible property theory to domain names
in at least two cases : Online Partners .Com, Inc. v. Atlanticnet Media Corp, 2000 WL
101242 (N.D. Cal. 2000); Harrods Ltd. V. 60 Internet Domain Names, 302 F.3d 214 (4™
Cir. 2002). But, neither case addressed head on the issue of a domain name as a form of
property. See Warren E. Agin, Esq. /'m a Domain Name: What am I? Making Sense of
Kremen v. Cohen, 14 J. Bankr. L. & Prac. 3 Art 3 (2005). It was in Kremen v, Cohen,
337 F. 3d 1024 (9™ Cir. 2003) that a court dealt with this issue unambiguously. Id. The
relevant legal issue in Kremen v. Cohen was whether a domain name was a form of

property that could be stolen under California state law. The 9" Circuit found Network

Y Network Solutions Inc. v. Umbro Int'l, Inc.,529 S.E. 2d 80 (Va. 2000) (statutory pamishment
proceeding against domain name registrar as garnishee in order to satisfy a judgment debtor’s debt was
dismissed because a domain name registrar’s services to the domain name registrant is not “liability” in the
context of garnishment.) Lockheed Martin Corp. v. Network Solutions, Inc., 194 F. 3d 980 (9‘]1 Cir. 1999)
(third party action against a domain registrant for contributory service mark infringement, unfair
competition and service mark dilution was dismissed because a registrar does not supply a “product” when
it enters into a domain name registration service with a putative registrant). BASF Agrochemical Prods. V.
Unkel, 2006 WL 3533133 (W.D. La. 2006) (action for conversion of intellectual property was dismissed
because incorporeal or intangible property cannot be subject of a conversion under LA conversion faws).
Wornow v. Register.com, 8 A.D. 3d 59 (N.Y. App. Div. I* Dept., 2004) (action for conversion by domain
name registrant against its registrar was dismissed on the ground that a domain name that is not
trademarked or patented is not personal property, but rather a contract right that cannot exist separate and
apart from the services performed by the defendant-registrar).
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Solutions Inc., as a third-party defendant on the claim against Cohen, liable to Cohen for
conversion. Kremen, 337 F. 3d 1024, 1035. Justice Kozinski applied an attributes
approach in arriving at his determination of whether a property right exists in a domain
name. See Warren E. Agin, Esq. I'm a Domain Name: What am I? Making Sense of
Kremen v. Cohen, 14 J. Bankr, L., & Prac. 3 Art 3 (2005). The three-step analysis used
included whether: (1) there is an interest capable of precise definition; (2) it is capable of
exclusion possession or control; and (3) the putative owner can establish a legitimate
claim to exclusivity. Kremen, 337 F. 3d 1024, 1030.'°

Domain names surely have a significant place in our modern economy. See George
Vona, Sex in the Courts, Kremen v. Cohen and the Emergency of Property Rights in
Domain Names, 19 1L.P.J. 393, 403 (2006). During the oral arguments held on October 7,
2008, the Commonwealth contended that the domain names, in general, and the
Defendants Domain Names, in particular, have a market value, being auctioned for sale
and bought regularly through registrars acting as brokers. The real issue lies in the
tremendous value that domain names have generated apart from their technical function
as Internet addresses.

The Court looks to the treatment given by federal agencies to Internet domain names
as relevant. The United States Treasury Department is currently advertising for public

auction the Internet domain name www.DoctorTalk.com, after having been deemed to be

' Some experts and commentators believe that Congress has had this view even before Kremen v.
Cohen was decided. See Jeffrey M Becker, Suing An Electronic Address - In Rem Domain Name Actions
Under the ACPA, 8 Tex Wesleyan L. Rev. 629; George Vona, Sex in the Courts, Kremen v. Cohen and the
Emergency of Property Rights in Domain Names, 19 LP.J. 393, 420 (2006} (ACPA is about as forceful a
- recognition of a property right in domain names as exists.) In 1999, Congress enacted the Anti
Cybersguatting Consumer Protection Act (ACPA), which is codified in 15 U.S.C. §1125(d). While not
directly applicable in the present case, the Court notes that under the ACPA, Congress authorized in rem
Jjurisdiction over domain names. This Court also views such an assignment of situs to a domain name as
evidence of the treatment of domain names as property.
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subject to levy, seizure and sale under 26 U.S.C. §6331."7 According to the appraisal
conducted by the Internal Revenue Service, the Internet domain name
www.DoctorTalk.com has a net present value of $526,000.'® The United States
Department of Justice obtained forfeiture of www software-inc.com after it was used in
the sale and distribution of counterfeit computer software;'° of www.isonews.com after it
was used to traffic illegal modification of chips that allowed pirated videogames.”® The
fact that the existence of a domain name springs from the pairing of an alphanumeric
name or so-called domain name with an Internet Protocol (IP) address, the registration of
such pairing to the Domain Name System does not detract from the fact that, by virtue of
its scarcity and desirability, the domain name has an economic value. George Vona, Sex
in the Courts, Kremen v. Cohen and the Emergency of Property Rights in Domain
Names, 19 1.P.]. 393, 403 (20006).

Property is about the relationships of people with respect to things, both tangible and
intangible. /d The analogy commonly used to describe property is the bundle of rights
concept. /d,, 403-404. Those rights include the right to possession, management and
control (the right to exclude), the right to income and capital, the right to transfer inter
vivos and on death, and the right to the protection under the law. /d.

Considering the foregoing, this Court finds the Defendants 141 Domain Names are
property and therefore subject to this Court’s in rem jurisdiction or to possible civil
forfeiture.

(b) Do the Defendants 141 Domain Names have a
presence in Kentucky?

17 See Brief of the Commonwealth on the In Rem Seizure of Domain Names, p. 10.
** 1d.

1d., atp.11.

.
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The next inquiry is whether the Defendants Domain Names have a presence in
Kentucky. This inquiry is critical to this Court’s exercise of judicial authority over the
Defendants 141 Domain Names.

The important case law to start this analysis with is Pennoyer v. Neff, 95 U.S. 714
(1877). In Pennoyer, the United States Supreme Court, through Justice Field, enunciated
the then prevailing law on state court jurisdiction as follows:

“[Elvery State has the power to determine for itself the civil status and
capacities of its inhabitants; to prescribe the subjects upon which they may
contract, the forms and solemnities with which their contracts shall be
executed, the rights and obligations arising from them, and the mode in which
their validity shall be determined and their obligations enforced; and also to
regulate the manner and conditions upon which property situated within such
territory, both personal and real. may be acquired, enjoyed, and transferred.
The other principle of public law referred to follows from the one mentioned;
that is, that no State can exercise direct jurisdiction over persons or property
without its territory. [citations omitted] The several States are of equal dignity
and authority, and the independence of one implies the exclusion of power of
all others. And so it 1s laid down by jurists, as an elementary principle, that the
laws of one State have no operation outside its territory, except so far as is
allowed by comity; and that no tribunal established by it can extend its
process bevond that territory so as to subject either persons or property to its
decision. Any exertion of authority of this sort bevond this limit,” says Story,
is a mere nullity. and incapable of binding such persons or property in any
other tribunals.’

Pennover, 95 U.8. 714 at 722-725.

Pennoyer v. Neff stood for the then prevailing law on state court jurisdiction that a
person had to be physically present in a state in order to be subject to the state court’s
authority and its judgment imposing liability on him, i.e., a “personal” judgment. See
Restatement (Second) of Law on Judgments §5 cmt. b (1982). Pennover v. Neff also
stood for the then prevailing law that property had to be physically present within a state
in order that a judgment could be rendered determining claims to the property. Id. These

two doctrines became the basic elements of constitutional doctrine governing state-court
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jurisdiction. Shaffer v. Heitner, 433 U.S. 186, 198 (1977) (citing Hazard, A General
Theory of State-Court Jurisdiction, 1965 Sup. Ct. Rev. 241).

However, the doctrines enunciated in Pennoyer v. Neff, particularly that which dealt
with territorial limits on jurisdictional power had been “moderated” by subsequent United
States Supreme Court cases. Shaffer, 433 U.S. 186, 200. The concept of doing business in
the State was deemed “presence” in the State, and so subject to service of process under
the rule of Pennoyer. /d, 202 (citations omitted). With the advent of automobiles, a
fiction, that the out-of-state motorist by having used the state’s highways appointed a
designated state official as his agent, was used in Hess v. Pawloski, 274 1).S. 352 (1927)
to establish “presence” for purposes of the service of process consistent with the
conceptual structure of Pernoyer v. Neff. Id.

In the case of Infernational Shoe v. Washington, 326 U.S. 310, (1945), a unanimous
United State Supreme Court declared that the demand for ‘presence™ as a prerequisite for
state court authority may be met by “minimum contacts” with the state, such that the
maintenance of the suit does not offend “traditional notions of fair play and substantial
justice.” Id at 316.

Since International Shoe, the physical presence requirement for state court
jurisdiction over in personam actions as enunciated in Pennover v. Neff has been
modernized.

In Shaffer v. Heitner, the United States Supreme Court acknowledged that no equally
dramatic change occurred in the law governing jurisdiction in rem. Shaffer, 433 U.S. 186,
205. But the Shaffer Court belicved that the fairness standard in Infernational Shoe can
be easily applied in the vast majority of cases. /d, 211. The Shaffer Court {urther said,

after implying the applicability of the fairness standard to jurisdiction in rem, that, *in

2010 UtahCybgf Symposum 000117



Opinion & Order
08-CI-1409

order to justify an exercise of jurisdiction in rem, the basis for jurisdiction must be
sufficient to justify exercising “jurisdiction over the interests of the persons in a thing.” {d
at 207.

Thus, as the law stands on state court jurisdiction, the requirement of “presence” is
seen through the lens of “minimum contacts,” for both in rem and in personam actions.

Section 5 of the Second Restatement of Law on Judgments tracks the in personam
state-court jurisdiction over persons under modern decisional law as follows:

“A state may exercise jurisdiction over a person who has a relationship to
the state such that the exercise of jurisdiction is reasonable. For relationships
sufficient to support an exercise of such jurisdiction. See Restatement,

Second, Conflict of Laws §§27-32, 35-44, 47-52.” Restatement (Second) of

Law on Judgments, §5 (1982).

Section 6 of the Second Restatement of Law on Judgments tracks the in rem
state-court jurisdiction over property under modern decisional law as follows:

“A state may exercise jurisdiction to determine interests in a thing if the
relationship of the thing to the state is such that the exercise of jurisdiction is
reasonable. For relationships sufficient to supports an exercise of jurisdiction.

See Restatement (Second) of Law on Judgments, § 6 (1982).

On the legislative front, states and federal legislative bodies have enacted statutes,
i.e., long-arm statutes, assigning a sifus for purposes of determining presence. See KRS
452.210. The assignment of a situs is particularly relevant where the thing is an intangible
property, which cannot be physically located anywhere. In cases of intangible property,
fictional situs rules are generally assigned to the property by reference to its owners.

In the context of domain names, Congress has recently assigned them a sifus, at least
for purposes of an in rem civil action by a trademark owner against a domain name.

Under the Antibybersquatting Consumer Protection Act, a domain name has as its situs

the judicial district in which:
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“(1) the domain name registrar, or other domain name authority that
registered or assigned the domain name is located; or

(ii} dbcuments sufficient to establish control and authority regarding the
disposition of the registration and use of the domain name are deposited with
the court.”
15 US.C §1125(d)(2)(C). The rationale for this assignment of situs is that the data in the
computer at the registry is the defendant res.

The Opposing Groups and Lawyers, relying on the Anticybersquatting Consumer
Protection Act (ACPA), argue that Defendants Domain Names have no sifus within
Kentucky because there are no registrars or other domain name authorities found in
Kentucky. They assert that a domain name has no presence in Kentucky. Therefore, the
Opposing Groups and Lawyers contend that this Court has no jurisdiction over the
Defendants 141 Domain Names.

We disagree. The ACPA is not applicable in the present case, which does not
involve cybersquatting. Morcover, we do not believe Congress intended to foreclose
other bases for assigning “presence” for purposes of reasonable exercise of jurisdiction
over persons and things, such as that developed by the United States Supreme Court in
Shaffer v. Heitner. Even if we assume, for the sake of argument, that Congress intends
to adopt a similar framework for other Internet-related matters, 15 U.S.C. §1125(d)(2)(C)
is unlikely to be the only standard for purposes of recognizing “presence” of persons or
property connected with the Internet. 15 U.S.C.§1125(d}2)(D)(4) is on point. It reads,

“[tlhe in rem jurisdiction established in paragraph (2) is in addition to any other

jurisdiction that otherwise exists, whether in rem or in personam.” (emphasis supplied).

The evidence in the record shows that the gambling operations that the
Commonwealth’s team of investigators executed on the Internet from their desktop in

Kentucky are multi-faceted: after a player (i.e., Commonwealth agents) has accessed a
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gambling website through the use of a domain name, the gambling website entices the
Kentucky player with the potential of making money (i.e., “Get a 30% deposit match up
to $300 for free);”*! provides the player with an assortment of games to choose from, i.¢.,
slots, roulette, blackjack, craps, video poker.22 One Defendant Domain Name,
vegasvilla.com, offers “166 games for the ultimate online casino experience;” invites
the player to download a casino software, i.e., Microgaming front-end software, that will
allow the player’s computer to run games; to create a casino account which enables the
player to play with real money and as a real account user; to play progressive games.
After the casino software is downloaded to the player’s computer, the casino website
notifies the player whether or not he has an existing casino account. If not, the website
asks the player whether he wants to create an account for the purpose of purchasing
credits to bet or play with. At that point, the financial or banking arm of the gambling
website interfaces with the player and invites the player to purchase credits with his credit
card, debit card, ecocard, click2paycard or neteller card. If the player chooses to continue,
the casino website invites the player to provide information regarding where he chooses
to fund the purchase of credits and the amount of money the player chooses to use the
source of the funds. After the player provides that information and after the casino
website processes that information and confirms that the source with which to fund the
casino credits are available, the player’s computer screen is returned to the home page of

the casino website to proceed with play.

21 Commonwealth Exhibit ¢5.”
22
Id.
23 Id
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The Court perused more than 130 screen shots documenting and detailing the
series of interfaces which the Commonwealth agents and the various casino websites with
the corresponding domain names. All those interfaces are rooted in the domain name.

The domain name was ubiquitously present in every interface, not just at the
initial access of the gambling casino’s home page.24

The counsel for Goldenpalace.com represented during the October 7 hearing that
the operation of Goldenpalace.com is limited to maintaining the website and providing
advertisement for third-party gambling websites. Thus, the Court’s seizure order should
be withdrawn as to them.

The Court agrees that the maintenance of a website or Internet advertisement
alone, without more, is not enough to constitute presence for purposes of state court
jurisdiction analysis. See Cybersell Inc. v. Cybersell, Inc., 130 F. 3d 4144, 418 (9" Cir.
1997). Thus, the Court recognizes that as to any of the Defendants 141 Domain Names
that identifies websites which are providing information only, the Seizure Order must be
appropriately rescinded and will be rescinded in due course. The appropriate time to
make that determination, i.e., whether the operations of the website identified with the
domain name goldenpalace.com, however, is not in this proceeding, but during the
forfeiture hearing pursuant to KRS 500.090.% The proper party to raise that defense
would be a person who makes a claim over the seized res or his duly authorized agents.

For now, however, and considering the foregoing discussion and based on the

other evidence offered by the Commonwealth during the seizure hearing on September

* The Court is also made aware by counsel that notwithstanding the seizures of the Defendants 141
Domain Names, the games that can be played through the gambling websites are still operational.
According to counsel, the gambling operations have not been shut down by the Seizure Order of September
18, 2008,
2 Under KRS 528.100, KRS 500.090 governs and provides the mechanism for the uniform disposition of
forfeited property.
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18, 2008, the Court finds that the Commonwealth has established a prima facie case that
the presence of the operators of the casino websites and the Internet domain names which
identify these gambling operators with is continuous and systematic. constituting
reasonable bases for the exercise of this Court’s jurisdiction. As the evidence in the
record stands, the Defendants 141 Domain Names transport the virtual premises of an
Internet gambling casino inside the houses of Kentucky residents, and are not providing
information or advertising only. The Defendants 141 Domain Names perform a critical
role in creating and maintaining connection by way of the various interfaces to transact a
game or play. Accordingly, but subject to further review during the forfeiture hearing, the
Court finds reasonable bases to conclude that the Internet gambling operators and their
property, the Internet domain names, are present in Kentucky. Therefore, the Court has
reasonable bases to assert its jurisdiction over them.” As stated best in Gorman v.
Ameritrade Holding Corp., 293 F.3d 506, 510 (C.A.D.C. 2002), “[c]vberspace is not

some mystical incantation capable of warding off the jurisdiction of courts built from

bricks and mortar.”

(¢c) Are Domain Names, by reason of their illegal or
unlawful use, gambling devices?

The Opposing Groups and Lawyers contend a domain name does not fit the definition
of a gambling device that may be subject of forfeiture under KRS 528.100. According to
IGC’s counsel, a gambling device, upon the plain meaning of terms of KRS

528.010(4)(a) & (b) is a tangible device, which is designed and manufactured. A domain

2% There are commentators on similar matter who have proposed the principle of “targeting” for the purpose

" of sanctioning behavior in the Internet as a possible standard for evaluating jurisdiction for the regulation of
Internet content. See Thomas Schultz, Carving Up the Internet : Jurisdiction, Legal Orders and
Private/Public International Law, 19 Eur. J. Int. 799 (Septemnber 2008). According to Mr. Shultz, under the
modei of the “targeting™ principle looks to more than just the effects of Internet content, but less than
physical presence as basis of exercising jurisdiction.
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name is not tangible property. Therefore, a domain name cannot be subject of a
forfeiture.
KRS 528.610 (4) (a) and (b) reads as follows:

“(4) "Gambling device’ means:

a. Any so-called slot machine or any other machine or mechanical
device an essential part of which when operated is a drum or reel
with insignia thereon, and which when operated may deliver, as a
result of the application of an element of chance, any money or
property, or by the operation of which a person may become
entitled to receive, as the result of the application of an element of
chance, any money or property; or

b. Any other machine or any mechanical or other device, including
but not limited to roulette wheels, gambling tables and similar
devices, designed and manufactured primarily for use in
connection with gambling and which when operated may deliver,
as the result of the application of an element of change, any money
or property, or by the operation of which a person may become
entitled to receive, as the result of the application of an element of
change, any money or property.™

The Commonwealth has established, however, that the Defendants Domain Names are
virtual keys for entering and creating virtual casinos from the desktop of a resident in
Kentucky. The domain name is indispensable in maintaining the player’s continuing
access to the virtual casinos which serve as the Internet gambling operators premises for -
conducting illegal gambling activity.

While the Court finds the presentation on the proper construction of the literal text of

KRS 528.010(4) by IGC’s counsel exhaustive, the Court is not persuaded. Like most

' Tracing the legisiative history of KRS 528.010 (4) (a) and (b) confirms that the current text is the same as
its original iteration in Act of 1974, ¢ 406, §240. Although KRS 528.010 underwent several amendments,
those amendments did not touch upon the definition of a gambling device. Act of 1978, ¢ 321, §5 amended
(4) (c} (2} which read, “react only to the deposit of 1, 5 or 10 cent coins™ to read “react only to the deposit
of coins.” The Act of 1980, ¢ 188, §307 deleted the text “and no more™ to the phrase “react only to the
deposit of coins” in (4) (¢ ) (2), while ¢ 267, §9 added (10} defining “charitable gaming.” Act of 1988, ¢
423, §1 amended (10) on the definition of “charitable gaming™ further. Act of 1990, c469, §1 made stylistic
changes to the first line of (4) {c } and the section (4)(c ) (2). Act of 1992, ¢ 254, , §1 added (4)(c) (3},
which excluded devices used in the conduct of charitable gaming from the definition of gambling devices.
Act of 1994, ¢ 66, §19 inserted (3)b) which provided that Gambling does not mean charitable gaming
which is licensed and regulated under the provisions of KRS Chapter 238,
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